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DETAILED ACTION 

1 . Applicant's RCE filed on August 24, 2005 has been entered. Claims 1-18 
are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Friedman et al (US 6,240,513 B1), and further in view of Meiksin et al (US 
6,370,396 B1). 

a. Referring to claim 1: 

i. Friedman teaches: 

(1) transmitting a private key individually to each of the 
plurality of powerline modem devices to be secured in a network such that each 
powerline modem device receives the private key in isolation of the network by 
connecting each of the plurality of the powerline modem devices to a portable security 
device which transmits the private key (e.g., audio signal, audio message, voice signal, 
etc.) directly to the powerline modem device in isolation from other powerline modem 
devices, each of the plurality of powerline modem devices store the private key; 
computing a public key, by a master device in the network to be secured; transmitting 
the public key from the master device to the plurality of devices; computing a shared 
key at each of the plurality of powerline devices based on the public key and the private 
key; and communicating within the secured network by employing messages encrypted 
based on the shared key [i.e., a preferred embodiment of the inventive network 
security device comprises a first network interface connected to a protected 
client, a second network interface connected to a portion of a network, and a 
processing circuit connected to both interfaces. A communication from the 
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protected client goes from the client, to the first interface, to the processing 
circuit, to the second interface and into the network. Similarly, a communication 
received from the network goes from the second interface, to the processing 
circuit, to the first interface and to the protected client. A preferred embodiment 
of the present invention has four keys associated with it: (1) a static (permanent) 
private key; (2) dynamic (changing) private key; (3) a static public key; and (4) a 
dynamic public key. In a preferred embodiment, the public keys are exchanged 
between two network security devices in order to establish a common secret key. 
The common secret key is the key which is used to encrypt/decrypt all messages 
between two particular devices. This key should not be transmitted. The 
common crypto key (i.e., the common secret key) is obtained using a public key 
cryptography technique (column 5, lines 15-65)]. 

ii. However, Friedman does not mention the use of powerline 
modem device which connects to a portable security device, whereas Meiksin teaches: 

(1) Figure 17 illustrates a typical implementation of a 
powerline communications module showing connections between individual blocks. 
The powerline communications module 1700 includes an interface module 1701 
comprising a digital signal processor ("DSP"), logic, and active electronics for 
processing the audio signals and external control signals. The interface module 1701 is 
connected to an AC powerline modem 1702 through connections 1707. The connection 
1707 may be standard RS-232 serial communications. The AC powerline modem 1702 
modulates and demodulates digital data for transmission and reception over the AC 
powerline (column 20, lines 24-35). In addition, Meiksin further teaches the powerline 
communications module includes capability to drive each RF transceiver to transmit an 
audio signal so that anyone within range of the transceiver may receive and hear the 
audio message, via portable hand-held radio, for example. Similarly, when anyone 
within range of a RF transceiver desires to communicate with another individual, they 
simply talk into their portable hand-held radio and the nearest RF transceiver receives 
the broadcast and informs the powerline communications module that is receiving a 
valid RF broadcast. The RF transceiver may also send the demodulated voice signal to 
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the communications module (column 18, lines 23-34 of Meiksin). The powerline 
communications modules also may include electronic devices such as portable 
computers, sensors, or automated equipment connected to one or more control 
modules. The connection may be accomplished using the standard RS-232 data 
communications protocol so that, e.g., the digital process information may be monitored 
and/or controlled remotely from within the site. In one embodiment, the present 
invention includes a RS-232 connection to each control module (column 19, lines 6-14 
of Meiksin). Meiksin also discloses in great details the isolated powerline 
communications, which is met on column 19, lines 29-67 through column 20, lines 1- 
12 of Meiksin. 

iii. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 

(1) include such powerline communications module (in 
Friedman's Figures 4A-4B) for providing a two-way bi-directional voice communications 
as well as digital communications in the environment where electromagnetic energy 
transfer is blocked or limited (column 2, lines 65-67 of Meiksin). 

iv. The ordinary skilled person would have been motivated to: 
(1) improvements in a network security device that is 

connected between a protected computerfthe client") and a network and/or a protected 
local area network (LAN) and a wide area network (WAN) as well as a method for using 
the network security device (column 1, lines 15-20 of Friedman). 

b. Referring to claims 2-4. 10-11. 13-15, 18: 

i. These claims have limitations that is similar to those of claim 
1 , thus they are rejected with the same rationale applied against claim 1 above. 

c. Referring to claim 5: 

i. This claim has limitations that is similar to those of claim 1, 
thus it is rejected with the same rationale applied against claim 1 above. Meiksin further 
teaches: 

(1) A control unit, which may be designated as either a 
master or interface unit, provides power to the transceivers and allows for bi- 
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directional communication of audio or voice, control and status information 
between the control unit and each transceiver. In this way, the control unit can 
force the RF transceiver to transmit an audio signal so that anyone within range 
of the transceiver hears the audio message on their portable hand-held radio 
(column 3, lines 25-32). 

d. Referring to claims 6-7: 

i. These claims have limitations that is similar to those of claim 
5, thus they are rejected with the same rationale applied against claim 5 above. 

e. Referring to claim 8: 

i. Meiksin further teaches: 

(1) wherein the data includes a software update for a 
powerline modem device [i.e., a software algorithm may be implemented to perform 
the coding and/or decoding of the speech signals. When the other powerline 
communications modules receive the coded speech waveform over the network, 
the powerline communications modules convert the signal back to an analog 
speech waveform, e.g., by using a speech coding integrated circuit or a software- 
implemented algorithm (column 18, lines 55-63)]. 

f. Referring to claims 9. 17: 

i. These claims have limitations that is similar to those of claim 
5, thus they are rejected with the same rationale applied against claim 5 above. 

g. Referring to claim 12: 

i. This claim has limitations that is similar to those of claim 1, 
thus it is rejected with the same rationale applied against claim 1 above. 

h. Referring to claim 1 6: 

i. This claim has limitations that is similar to those of claim 6, 
thus it is rejected with the same rationale applied against claim 6 above. 

Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 
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A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory action is 
not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory period will expire on the date the advisory action is mailed, and 
any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Thanhnga (Tanya) Truong whose telephone number 
is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on 571-272-3859. The central fax 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 

Please notice that the central fax number has changed. To give 
customers time to adjust to the new Central FAX Number, faxes sent to the old 
number (703-872-9306) will be routed to the new number only until September 15 . 
2005. (Note that since this new number is already operational, customers can use 
either number until September 15). 



